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USER ENTITLEMENT

Form Features
1. Details

Select one of the above options
e “Add”
e “Supersede”
e “Remove”

Fill in the details of the user

2. Service(s) and Roles

Indicate whether a user is a transaction maker or a transaction authorizer, according to the
access that is designated to the user

Indicate authorizer group if user is authorizer

Indicate if user has access to these entitlements:
e Enquiry
e Deal Online (DOL)
¢ Admin Officer
e Contact Person

3. Account Access with DBS

User can either access all IDEAL accounts or access specified accounts

Summary of Service Access

Approver Admin Officer  Contact Person |

¢ ® 9 [ ] ®
a®. Ll [ T4 o v
VIEW CREATE AUTHORIZE MAINTAIN TOUCHPOINT
Account statements Payroll Payroll Unlock User IDEAL sign up
Trade transactions Payments Payments Unlock Security IDEAL Services
Device
Remittance advices Collect Collect Request for new Login
PIN
Subscribe to alerts & trade Trade Finance Trade Finance
notifications or enquire on
Fixed Deposits
Deal Online Group allocation &
Authorization policy
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COMMON SCENARIO

2A —=Scenario 1: Add and/or Remove a User
Section: 3& 4

Background

Alec is leaving the company and his access has to be removed. Jon has just joined the
company and will be taking over Alec's role and will have the exact same accesses.

Account access and role of Alec that needs to be replaced:
e Admin Contact Person
e Access to view all Accounts and Reports

Authorization Policy specifies that only Group A can authorize all transactions

Key Points Action to take

Add In Section 3, “Add New/Edit Existing o Add New/Edit Existing User
U Ser" : Mote: For Supersede, your previous instructions will be deleted. As pa
mobile number and email address. An irvalid mokile numbe

your kogin. To add more users, dick here for additional pages.

[ Add m [] Supersede m ] Remowe

M 11 ” T
e Tick “"Add” option P— p———
H H Tan Zhong Ming Jon s3021083E
e Fill Contact details > I
Mationalty* Date of Bith (DDVMMY Y YY) ™
e Add access according to what Singaporean 31orraen
Al h d mf;:ved IE»:.I;:;:;E: o nz o Mohbile No.*(walid)
ec ha JONTAND1 o 04718718
Emai*{validy
JONTAN@ TANGOSOLUTIONS.COM
Transaction
T okl | fransaction | Tromsaction ;:‘;f';?ﬁ?:;::‘nm“
Sanimd) - Makar Authorber :.%mﬁl;lwplum
Paymert + A
Payrall 7
Callection -
Trada +
Cthars
ILI Enquiry | |_| DeslOniing Forsign Exchangel’ |
,_l Admin Officer | 'T Contact Person |
Additional Information
Access to which Account{s?
W All IDEAL™ Accourts. m The Accounts Listed Below

o REMOVE EXISTING USER

Note: To remove more users, click here for additional pages.

REMIOVE Existing User
Remove In Section 4 “Remove Existing User”: s 1
e Fill up Alec’s details to remove e
him Lee Zhong Ming Alec

IDEAL™ User ID*
ALECLEEOQ1
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Points to Note

How authorization policy would be affected by the removal of the user.

Existing User:

¢ If a maker is leaving, ensure that there is another maker with the same authorization
policy to cover the functions; else new access would have to be granted for other users.

e If an approver is leaving, ensure that there is another approver with the same
authorization policy to cover the functions; else new access would have to be granted
for other users.

¢ Inthis instance, because Alec had access to all roles, the new replacement would
require all these roles too. In other instances, only the required roles would be selected

New User:

e Fillin details, including preferred IDEAL user account
e Determine what account access to be given to new user
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2B — Scenario 2: Change of User Access
Section: 3

Background

Tan Min Min has been promoted and has gained the rights to be a “Transaction Authorizer”,
with “Account Enquiry” entitlement.

Account access and roles for Min Min:
e Access to view Account 0301431035
e Access to create Payroll transactions
e Access to authorize Payroll transaction

Authorization Policy specifies that only Group E can authorize Payroll transactions

Key Points Action to take

Add In section 3, “Add New/Edit
Existing User”: | or [EEEFEESNEY op (USRS
Mame {as In NRICPassport ™ MRIC/Passport No.*

e Tick “Add” option TAN MIN MIN | - _

e Tick Transaction Authorizer - o
- “Paer”” Prefemed IDEAL™ Lser O .NbuleND.*['mlch:l

e Indicate authorization e o000 o004
group for the user — '

MINMIN@TANGOSOLUTIONS .COM

e Select User entitlement for

“Enquiry”

Transaction

.  Realelzt Transaction Transaction :';:fi:itt;:uz:‘wi“r
Servicals) Maker Authariser nﬂ;‘é&ﬁi“ﬁlwm
Payment E
Paryroll v

Gollection |
Trade
Others

m Engquiry | |_| DiealOriing [Foraign Exchangs)' |

Admin Officer | Coatact Person |

Addtional Information

Access to which Account(s?
Al IDEAL™ ACcounts m ¥ The Accounts Listed Below

‘ 030431035 ‘

Points to Note

Only tick new access and not accesses that the current user already has.

Update authorizer group according to authorization policy.
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2C — Scenario 3: Changing of User Role

Section: 3

Background
Zac has been transferred to the HR department.

Account access and roles of Zac:
e Access to view Account 0301431035
e Access to create Payroll transactions
e Access to authorize Payroll transaction

Authorization Policy specifies that only Group E can authorize Payroll transactions

Key Points Action to take

Supersede In section 3, “Add New/EXxisting

User™ =T or [EEE=al ok Il
Name [as in NRICPassparty* NRICFassport Mo.*
e Tick “Supersede” option, LEE XIAO XING ZAC 8308784122
which will replace all il oete o IR PRI
. MALAYSIAN 10/08/1883
previous accesses e —
e Tick Payroll transaction L A 2000 2005
Maker and Authorizer Emall*pualih
e Indicate authorization ZACIEEQTRNCOSOLITIONS co
group for the user
e Select User entitlement for Transaction - .
“Enquiry” Rolais) Trarsa ction Transaction ;Ir:d’;m?;r:u:rr&"”r
Somicels) Maker Authorizr Emég\nﬂlmwmp
e Update Account access : O -
Payment E
below Payroll v v |
Collection
Trade
Cithers
|T Enquiry |_| DaalOriling (Forsign Exchanga)®

|_| Admiln Offlcer |_| Comtact Person

Additional Information

Aucress to which Accountfs)?

All IDEAL™ AT ounts m The &Ccourts Listed Below

‘ O30143103s ‘

Points to Note

Ensure that all his accesses have been completely removed and to denote his new accesses
clearly.

Update authorizer group according to authorization policy.
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2D — Scenario 4: Updating personal contact information

Section: 3

Background
Zac would like to update his mobile number and email address with no change in entitlements.

Account access and roles of Zac:
e Access to view all Accounts
e Able to create Payment, Collection and Trade transactions

Key Points Action to take

Add In section 3, “Add New/Existing
User". m ] Supersade m Remove
Name (a5 In MRICPassparty* NRICFazsoort Mo
o s LEE XIAO XING ZAC 830887054123
e Tick “Add” option
. Nationaiity* Date of BIfn DOMAAY Y~
e Fill up updated personal — wmacavsian 100a/1283
contact Preferred IDEAL™ User D Mobille No.*fualid)
4212 alpharumerc charactens, k. A-Z, 090
ZACLEED1 2000 2015
Emall*frally

ZACLEEXX@TANGOSOLUTIONS . COM

Service(s) & Role(s)

Transaction

Relels) Traresction Tmnmc?.icn Pg::;;:m’:u;fnmﬁm
Sanicelz - Maker Authorizr gmé&nwlmplmv
Payrment
Payrall
Collection
i . . . . Trade
Additional  Specify the instruction in -
Information “Additional Information” field:
|7 Enquiry mmmumlw‘
“Please update the latest [ o ot P

mobile number and Email for
this user with all eX|st.|ng ,
services & roles remained”

anditional Infarmation

“Flease update the: iest moblle number and Emall for this user with all exisdng senices &
robes PEmine |

Aycoass to which Aocountls)?

All IDEAL™ AcTounts m The Accounts Usted Below

Points to Note

Do ensure that additional instructions are filled in to guide the bank to address the right
changes.

Mobile number and email has been changed, with the additional information field being filled to
denote that there was a profile update with the existing access and roles remaining the same.

IDEAL 3.0 Maintenance Form Guide 8




2E — Scenario 5: Unlock Pin
Section: 7
Background

Customer wants to unlock the security device by retrieving the “Security Device Unlock PIN”

Key Points Action to take

Unlock In Section 7,”"Change User
Access™ o CHANGE USER ACCESS
* TI Ck. L!’nIOCk Securlty Mote: To add more irstructions, dick here for additional pages.
Device
e Input “Unlock Pin” as seen Name (25 In NRIC/Passport
below Lee Xiao Xing Zac
IDEAL™ User IT*
ZACLEED1
Emall*ald)

ZACLEE@TANGOSOLUTIONS.COM

1.|[ # [ umicck securty Devica (physical device not required to ba returned) |

Sacurity Device Sanial Mo, (reouired for Unlock Securty Device option)
|15-|2??5561-9

Sacurity Device Unlode PIN (required far Unlack Security Device optian)

EBOECEDD

1 | | Raplace Securlty Device (fauMly device required to be returmed) =

Szcurity Device Sanial Mo, {raquired for Replace Security Device optior)
Raason for Aeplacing Securty Device

I:I Misplaced Sacurty Device | I:I Faulty Security Device

Chers

b A

= A sanice fee of $20 Is chargeable If faulty device | nat returned

Points to Note

Unlock PIN can be found in the token. However, in the token, it's shown as “LOCK PIN”.
Customers are not sure how to retrieve the Unlock PIN

DBS will send you an unlock code which you can input into your token after this has been
processed.
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