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What is DBS IDEAL digital token+

IDEAL digital token+ is the new hassle-free way
for you to login and authenticate your online
banking transaction.

Compared to the traditional physical token or
digital token with one-time PIN (OTP)
authentication, you can now use your mobile to
swipe and approve the transaction without
entering the OTP.

How it works?

AUTHENTICATE e
NOW > ESOK |
DESKTOP: ) _MOE!IITE:_ DESKTDF’:
Confirm and “swipe” to Transaction approved

Click “Authenticate now”
approve successfully

:
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NO MORE MANUAL OTP

Just swipe your mobile screen to
approve. No more manually
entering OTP.

Benefits

SMS-FREE

Get rid of SMS by using digital
token+, a higher level of security
mechanism. Worry no more when

you are having business trips.

HIGHER SECURITY

With digital token+, phishing threat
can be largely reduced. Easily
review details in your mobile before
approval.

EASY TO USE

A secured message will be sent to
you when you are using digital
token+. No need to locate your app
anymore.



Setting Up Digital Token+



Download the latest IDEAL Mobile app Ebis

IDEAL

# Download on the GET IT ON

@& App Store



https://itunes.apple.com/sg/app/dbs-ideal-mobile/id445770685?mt=8
https://play.google.com/store/apps/details?id=com.dbs.ideal&hl=en_SG

Login to IDEAL mobile to activate your digital token+
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£ DBS IDEAL™ Upgrade to DigitalToken+ Upgrade to DigitalToken+
EIDBS IDEAL™ E3DBS IDEAL™
— T o = You have now upgraded to We are upgrading your digital token. Phone/ device successfully registered!
Viobile Banking Login rganisation ID* A
Login to your ICEAL mckile banking] > DlgltalTOken+ Q
to access your accounts User ID* \/

Upgrading in progress...

PIN®
IDEAL Digital Token ] : Slel-= Q

Use digital token to login or approve >

transactions in IDEAL
} LOGIN

Your digital token is successfully
upgraded to new version. You

With DigitalToken+, no more one-time codes or SMS

> First time using IDEAL > NEED HELP? to log in or approve transactions on desktop. Verify can now enJoy a more Seamless
Scan QR N your identity with a swipe on this app 7 A R
Scan to make paymentsvia QR code authentlcatlon expe”ence.
L ]

My QR
Colled paymentsvia QRcode
Fraud Alert of Hong Kong Customers: Beware of Bogus
Phone Calls. For more information, please dlick http/
i i i ? www.dbs.com.hk/personal/notice_20150813.page or call
> First time using IDEAL >NEED HELP? (852) 2290 8345. For security tips, please click http:/
vww.dbs.com.hk/IDEALSecurity

Cnjoy an additioral layer of orotection using Apple’s Face Explore >

1D feature, You can now use both facial and fingerprint
authenticatior to login and approve your transactions.
Explore >

Learn more ¥
’ Done
Asian Open Back Continue

Insights Account

Click “IDEAL Mobile Banking Login with your IDEAL login Click “Continue”. You can now use your digital

Login”. credentials token+to login to IDEAL and
approve transactions on your
laptop.



Login to IDEAL web with digital token+

x DI3S iDEAL

Organisation 1D

DBS Confirm Successfully logged
login authentication into DBS IDEAL ~

User ID 5 = 3

DBSGTS No more typing of one-time codes! e L It D maeAT At

With DigitalToken+, just use your IDEAL mobile app to confirm it's you. Detected location: Singapore
Browser: Safari on Mac

Just as secure, yet o much more convenient.  Learn more

If this was not done by you, please cancel

2 this activity.
sosees Authenticate now r_
Ik Cancel this activity
LOgil'I Alternatively, manually verify with security access code ¥
Authenticted

Forgot Login PIN / Unlock Account

FAQ
User Guide
About Security

Security tips:
. t jailbreak your phone

N
Go to ideal.dbs.com on Click “Authenticate now”. Swipe the “Swipe to You have logged in
your laptop and Iog.ln with You will receive a DBS notification on your mobile Login” bar to the right. successfully to IDEAL on
your IDEAL credentials. your laptop.
phone.
il i You can now close
You are logging into DBS IDEAL desktop. IDEAL MOblIe app

Tap to see more.

Tap on the notification to continue.

(Note: you will need to turn on the device notification
for IDEAL Mobile app)


ideal.dbs.com

Approve from IDEAL web with digital token+
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Approve

Z Use the IDEAL mobile app to approve transactions
-

Alternaively, use your Digital Token or Security Device for approval %

Select transaction(s) on the approval screen. Click
“Approve now”.

You will receive a DBS notification on your mobile
phone.

EES DBS IDEAL mago

You are approving 16 transactions.
Tap to see more.

Tap on the notification to continue.

approval authentication

You are approving 8 transactions

XXXXXX98104 - SGD
4 payments -122,389.00
4 collections +388,900.00

XXXXXX01428 - SGD
4 payments -55,000.00

If this was not done by you, please cancel
this activity.

Cancel this activity

SWIPE TO APPROVE )
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Swipe the “Swipe to
Approve” bar to the
right to approve the
transaction(s).

Touch ID for “DBS IDEAL"

Use your fingerprint to confirm approval

Cancel

Use Touch ID or Face ID
or enter your digital
token PIN for an added
security.

< DIGITALTOKEN

Successfully approved
16 transactions v

/ N\
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Authenticated
Fease retumn to DBSIDEAL desktop to continue
Security tips:
*  Don'tjailbreak your phone
Don’t download apps from unknown/
unsafe sources

Use a password to lock your phone
Log out of IDEAL after you have
completed your transaction

/ \
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You have approved the
transaction(s)
successfully to IDEAL on
your laptop.

You can now close
IDEAL Mobile app.



Disclaimer

The document is published by DBS Bank Ltd — Ho Chi Minh City Branch. ((DBS HCM') for DBS IDEAL customers and is for
information only.

The information in this document is property of DBS and is protected by applicable intellectual property laws. No reproduction,

sale, distribution, publication, broadcast, circulation, modification, dissemination, or commercial exploitation of such
information in any manner is permitted.

DBS HCM accepts no liability for any losses or damages (including direct, special, indirect, consequential, incidental or loss of
profits) of any kind arising from or in connection with any reliance and/or use of the information in the User Manual.

DBS HCM Reserves the right to amend the information in this document.

© 2019 DBS Bank Ltd. All rights reserved.



