
 

Investor awareness regarding Cybersecurity risks 

 
Please be suspicious of emails from unknown senders. Don’t click embedded hyperlinks or open 
email attachments from senders you don’t know. Simply opening an attachment or clicking on 
an embedded hyperlink can download malicious code onto your computer. If that happens, your 
key strokes may be logged and your sensitive information may be sent to a remote server 
managed by cyber criminals. Visit websites responsibly and do not visit sites with suspicious 
content. 
 
If you are not entirely sure an email is legitimate, don’t reply to the email even if it seems to come 
from someone you know. Instead, you may want to contact the sender for validation through your 
own trusted means. 
 
If you receive a suspicious email/message claiming to contain links to Citi websites or if you 
believe you've encountered a page designed to look like another page (phishing email/phishing 
site) in an attempt to steal users' personal information, you may report the same to your Citi 
representative. 
 
Please refrain from engaging /responding to Call/ SMS from unknown numbers.  
 
DO NOT share your login credentials with anyone, always keep it confidential. Citibank never 
requires customers to share their login credentials (such as password, OTP or PIN) with anyone. 
If someone acquires your password – through innocent or malicious intent – they could gain 
unauthorized access to your account, putting your information, data and assets at risk. 
 
In case fraud has already happened, report the same to Cyber Crime helpline number 1930 or 
website www.cybercrime.gov.in 
 
For more resources on cyber security risks and awareness, kindly refer to Information Security 
Education and Awareness ; Cybersecurity 
 
 
 
 

  

https://www.cybercrime.gov.in/
https://www.infosecawareness.in/
https://www.infosecawareness.in/
https://www.citigroup.com/global/insights/tags/cybersecurity


 

  



 



 


